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Overview

A member of the Department of Commerce’s National Institute of Standards and Technology (NIST)
requested information concerning Department of Defense (DoD) standards and/or methods for validating
and implementing data derived from machine learning and artificial intelligence (Al) algorithms used in
biometric identification applications.

Findings
According to subject matter experts at the Defense Forensics & Biometrics Agency’s Standards Branch,
standards for Al and machine learning for biometrics have yet to be developed [1].

However, the International Organization for Standardization (ISO) has several biometric performance
testing and reporting standards [2-8] that could aid in creating formalized standards related to the use of Al
and other autonomous systems in biometrics identification practices. These include:

e Part 1: Principles and framework (ISO/IEC 19795-1:2006) [2]

o Part 2: Testing methodologies for technology and scenario evaluation (ISO/IEC 19795-2:2007) [3]
e Part 3: Modality-specific testing (ISO/IEC 19795-3:2007) [4]

e Part 4: Interoperability performance testing (ISO/IEC 19795-4:2008) [5]

e Part 5: Access control scenario and grading scheme (ISO/IEC 19795-5:2011) [6]

e Part 6: Testing methodologies for operational evaluation (ISO/IEC 19795-6:2012) [7]

e Part 7: Testing of on-card biometric comparison algorithms (ISO/IEC 19795-7:2011) [8]

Additionally, the Air Force Research Lab’s (AFRL) Human Performance Wing (711 HPW) is researching
methods to improve the reliability of automated systems used in human detection, tracking, and
characterization [4]. This research effort generated a machine learning algorithm used to streamline human
recognition by full motion video analysts in data collected from aerial assets [5]. This software package,
based on developing and exploiting behavior understanding datasets [5], could be valuable in the
development of DoD-wide standards and best practices for Al/machine learning used in conjunction with
biometrics identification.

Conclusion

Although the DoD has yet to develop and implement formalized standards for using machine learning and
Al in biometrics identification operations, standards from the 1SO, as well as ongoing research from AFRL
711 HPW, could assist in their creation.
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